An toan thong tin ¢6 y nghia hét siic quan trong ddi vdi ngudi str dung cong nghé
théng tin néi chung va can bg, cong chie, vién chirc ndi riéng. Cac nguy co mat an
toan thdng tin khang chi anh hudng dén cac ca nhan ma con cd tac dong manh mé
dén sur phat trién va 6n dinh cla xa hoi.

Do d6, cac can bd, cdng chirc, vién chiic can tu trang bi cac kién thiic cd ban nham tu
bao vé minh trudc cac nguy cd mat an toan thon tin von ngay cang phuc tap hién na.

C&m nang mong mudn cung cap cac thong tin va ki ndng cd ban nhat vé mét s6 nguy
€0 mat an toan thong tin pho bién trong viéc st dung thiét bi va dich vu cong nghé
thong tin

SACH KHONG BAN
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MUC LUC

NG6i dung

CACBUGC THIET LAP MAYTINH MOIANTOAN
ANTOANTHONGTINKHI S'DUNG MANG KHONG DAY
KYNANGPHONGCHONGMADOC

HUGNG DAN NHAN BIET, PHONG CHONG THU RAC,
THUGIAMAO, TINNHAN RAC

HUONG DAN SUDUNG MANG XA HOIANTOAN

CAM NANG ANTOANTHONG TIN CHO CAN BO, CONG CHUYC, VIEN CHU'C

Trang

10

15
26
33

BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

Cac nguy co' mat an toan thong
tin c6 thé lap tirc anh hwéong dén
chiing ta ngay sau khi sir dung may
tinh vira mua hoac vira cai dat lai.

Do d6 can c6 mét sé lwu y dé
thiét 1ap may tinh méi an toan
chéng lai cac nguy co bi tan céng
nhw sau:

Burédci:Tao cacméitkhau manh.

Ngay trong cac budc dau tién cla viéc thiét1dp cau hinh
may tinh. Cac tai khoan cba ngudi st dung can dugctaora
vdimatkhau cé d6 phirctap nhat dinh.

Cacmatkhiu dé nhd nhut123456”, “abcdef” ... tuyét ddi
khong dvoc s dungviday la cdcmat khau yéu rat dé doan.
Mét matkhau antoan thuvéng bao gém cacloaiky ty'sau:

- ky tv hog, ky ty thudong | el
' ~ N 3 12345
- ky ty ch? s6 4 12345678
. 5 qwerty
- ky ty d3c biét (s#%"#%) § 123456788
WORST 8 baseball
PASSWORDS OF 2014 9 dragon

10 football
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Buwdc2: Thao g cacchwongtrinh khéng canthiét.

Cac may tinh md&i thudong dvoc nha san xuat cai dat san
cac chuong trinh quang cao, gidi thiéu hodc ban dung th
cUa cac phan mém. Cac phdn mém nay cé thé chira san cac
nguy co matantoanthéngtin.

Do d6, ngudi dung can thao béd cac chvong trinh khéng
can thiét trén may tinh cba minh ngay trong qua trinh thiét
lap bandau.

? - ﬂ« All Control Panel ltems » Programs and Features

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
% Tum Windows features on or

ot T

Name Publisher

B2 OffersBar Toolbar OffersBar

(2 Taplika Taplika

e Fraveen14 shift

(@ Cinema-Plus-12 Cinema Plus
'._Coupon Server Actually Apps

« m

°B OffersBar Product version: 1.5.0399

Help link: http://www.offersbar.com/contact

(St dung chirc niang Programs and Features dé liét ké
cac phan mém da duoc cai sin trong cac may mai)
Buwérc 3: Kich hoat chirc nang twdng Ira bao vé ca nhan
trén maytinh.

Cac hé diéu hanh hién nay hau hét déu tich hop cac
twdng Ira nham bao vé ngudi st dung khoi cac tdn cong co
ban. Hay kich hoat phan mém tudng Ia trudc khi két noi
dénbatky mang maytinh nao (Internet/Wifi/LAN...).

Trén hé diéu hanh Windows, c6 thé kich hoat tvong l&va
bang cachtruy cap chirc ndng Firewall trong Control Panel:
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Search Control Panel
File Edit View Tools Help
Control Panel Home o
Help protect your computer with Windows Firewall
Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to
through Windows Firewall your computer through the Internet or a network.
# Change notification settings How does a firewall help protect my computer?
% Tum Windows Firewall on or What are network locations?
i .
# Restore defaults Home or work (private) networks Connected (&
¥ Advanced settings home or work where you know and trust the people and devices on the 3
Troubleshoot my network i
On
Incoming connections: Block all connections to programs that are
not on the list of allowed programs.
Active home or work (private) networks: 31 Network
Notification state: Notify me when Windows Firewall blocks a
new program §
ot . & Public networks Connected (&
Action Center Networks in public places such as airports or coffee shops
Network and Sharing Center yu_ 2
Windows Firewall state: On wiki

(Bang diéu khién cua chirc nang Control Panel)
Tiép tuc lya chon “Turn Windows Firewall on or off” dé
thychiénviéckich hoat.

. Windows Firewall » Customize Settings - | s Search Control Panel Pl

File Edit View Toolks Help

Customize settings for each type of network

You can modify the firewall settings for each type of network location that you use.

What are network locations?

Home or work (private) network location settings

@ @ Tum on Windows Firewall

| Block all incoming connections, including those in the list of allowed programs
| Notify me when Windows Firewall blocks a new program

wrn off Firewall (not

rk location settings
‘urn on Windows Firewall

7] Block all incoming connections, including those in the list of allowed programs
7] Notify me when Windows Firewall blocks a new program

g Turn off Windows Firewall (not recommended)

[ox ][ Comeel inei

Tiép tuc chon céc lya chon “Turn on..” va tuy chon bén
dudidékichhoat.
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Budc4: Nang cap cacphan mémvahé diéuhanhWindows.

Hé diéu hanh cha may tinh l0c vira cai dat cd thé la phién
ban c0 chva dvoc va cacl16i bdo mat. Do do, ngudi st dung
can thiét 1ap ché do ty déng nang cap va thyc hién nang
cap chohédiéuhanhvacacphanmémkhac.

E=%|ECR =5
v‘i,ll earch Control Pane P

QQ [#] « All Control Panelt... » Windows Update
Control Panel Home .

Windows Update
Check for updates

Change settings i ;
S Upciate histoey g» ) Updates are available for your computer

Restore hidden updates # 1important update is No updates are currently

vailabl lected.
Updates: frequently asked available selecte

questions

Most recent check for updates: Today at 11:59 AM
Today at 12:00 PM. View update history

For Windows and other products from
Microscft Update

Updates were installed:
You receive updates:

Installed Updates

Trong phan Windows update cba Control Panel, s dyng
tuy chon“change settings” déthiép lap viécty ddng cap nhat.

Trong cac tuy chon vé néng cap, ngudi s& dung cé thé
tuy chon theo nhu cau cba minh. Tuy nhién, cé thé tuy chon
viéc ty quyét dinh thyc hién nang cdp theo yéu cau cla
nguoi s dyng dé dam bao khong bjgian doan congviécdo
quatrinhnang cap.

Important updates

@' [install updates automatically (recommended) -/

Install updates automatically (recommended) ’

Download updates but let me choose whether to install them
Check for updates but let me choose whether to download and install them
‘Never check for updates (not recommended) k

Recomr.
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Sau d6, may tinh sé thong bao dén ngu i s dung khi cd
ban cap nhat mai. Nguoi si dung sé click vao théng bao dé
thychiénviéccapnhat.

@ New updates are available N X
Click to install them using Windows Update.

Bwdc 5: Cai dat phan mém diétvirus

Phan mém diét virus la I&p 1a chan quan trong bao vé
nguoi st dyng khdi cdc ma ddc va virus. Do do, can cd
chuvong trinh diét virus dé bao vé ngudi dung ngay trong
cachoatdong dautién cba nguoistdyngtrén may tinh.

Trén thi treong co nhiéu hang cung cdp giai phap diét
virus, ngudi st dung cé thé lya chon chon gidi phap mién
phihoac cacgidi phap thuvong mai.

@eve pCtools Meafee

PANDA Ay Ahnlab

VIPRE"

KAJPIR)IKY 2

GDATA

2% AVG

:
iog
st

@webroot

‘ Microsoft®
*. Security

N rton :
from Syman Essentials

ec FSecure ¢!
m IDINC IuEm

(Mot sb hiang phan mém diét virus nudc ngoai)

ava

©bitdefender
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Ngoai ra, ngudi dung c6 thé can nhac s& dung cac phan
mém diét virus cbaViét Nam san xudt nhu BKAV hay CMC.
Cac phan mém nay déu cé cac phién ban mién phivéi chirc
nang han ché chongudistrdyng.

&m it virus
PN e NGU O VIET

(19

(3!:3 3 2

CMC Internet Security

200.000VND
GANCUYENOT™AM
w.cmcinfosec:¢

(Phan mém diét virus CMC)
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Trong nhirng ndm gan day, mang khong day ngay cang
tr& nén phd bién, gia thanh thap va dé s& dung. Ngudi dung
cothélap dat détruy cdp mang khdng day tainha hodc s dung
may tinh xach tay, thiét bi di ddng théng minh dé truy cap tai
nhingnoicongcdngnhwquancafé, sanbay, khachsan...

Viéc s&r dung mang khéng day sé rat tién lgi va don gian
nhung nd cling tiém &n rat nhiéu nguy co mat an toan
thongtin.

Néu mang khong day khéng dvoc bao vé ding mirc thi
bat c» mét may tinh nao cd hé tro truy cap khéng day nam
trong vung ph0 séng cUa thiét bi phat sdng déu c6 thé két
ndi dé truy cap Internet. O ngoai tr&i, pham vi ndy cé thé
dat t&di hon 300m. Vi vay, bt c ai & xung quanh ciing c6
th& dé dang truy cap vao thiét bi phatsong nay.

© Bjxam phamdich vy: dungluong, s6 lvong két ndi... cd
thé€ vuot qua gidi han ma nha cung cdp dich vy cho phép,
t6c do cothérdt cham do bichiém dungbangthéng.

® Bj lgi dung: mét s6 ngudi c6 thé loi dung hé théng dé
thycthinhirnghanh déngbathop phap.
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© Bj theo dbi: cac hoat ddng trén internet c6 thé bj theo
ddi, nhirng théng tin nhay cdm (mat khau, s6 thé tin dung
c4thébjdanhcap).
@ Bitan cong: cac tép tin trén may tinh co thé bi truy cap
trai phép, may tinh c6 thé bi cai dat spyware va cac chuong
trinh doc haikhac.
Nhirng viéc can lam khi truy cép Internet bang mang
khong day cong cong

Swrdung mangriéng ao

Yéu t& dau tién phai k& dén trong mat tét ca mang
khong day la sy tién loi, dé dang s& dung ma khéng can
phai thiét 1ap hay cdu hinh gi qua phirc tap. Tuy nhién, yéu
t6an ninhtrongmang khéng day thuvéng van bicho qua.

Khi da két ndi laptop hay dién
thoai cba minh vao mot mang
mang khong ddy nao do, thi tat ca
nhirng thiét bj trong cung mang
nay c6 thé nhin thdy nhau. Day la
diéuhoantoan cdlgichonhirng ké
xau dang két ndi vao cing mang

khéng day, ching cé thé danh cap thong tin tai khoan hay
xemtrom d? liéu cad nhan cba ngudi dung trong mang.

Do vay, vu tién s6 mot khi s dung mang khong day la
nén cai ddt mangriéng do (VPN - Virtual Private Network)
chotruy cap ctaminh.

Khi s dung VPN dé truy cap Internet, nd sé ty dong
thiét 1ap mot két néi mang dya trén chinh nén tang mang
mang khéng ddy nhung da dvoc ma hoda cac goitin truyén
di va nhan vé, déng thoi chuyén hudng truy cép gitp
ngudi dung an danh dé dang trén Internet. Tuy nhién,
chinh vi yéu t6 bdo mat cao nay ma VPN sé lam suy gidm
mot phantdcdé mang.
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Swdung xdc thye 2 bwéc

DE tién cho ngudi dung truy cap vao mang khéng day,
nhirng ngudi quan trimang it khi thiét 1ap bao mat nghiém
ngat cho mang khéng day. Pa phan chi chon cach dat mat
kh&u don gian la nhirng chudi s6 dé nhd, hay mét cum tu.
T&c 13, ngudi dung nao ciing cé thé ghi nhé va thuén tién
truy caplaicholdans&dungtiép theo.

Thong thuong, khi da truy cap vao mang Internet, da
56 ngudi dung déu dang nhap vao cac tai khoan chia nhiéu
thong tin ca nhan,vi dy nhv email. Do d6, néu da khong
chon s&r dung két n6i VPN, va néu tai khodn email thiét [ap
l6ng 1&0, thi diéu nay chang khac nao mdi goi nhirng ké xau
tim dén!

Do do, luén st dung co ché xac thyc 2 budc cho nhirng
tai khoan cla minh. Thdm chi, d€ an toan hon, nén chon
cach xac thyc bang sé dién thoai ca nhan, thay vi nhirng
cauhdibimatdongian.

Vi dy, néu chon kich hoat xac thyc 2 budc cho tai
khodn Gmail, thi sau khi nhap ding méat khau ban van phai
ch& Gmail giri thém mét tin nhan SMS dén dién thoai cla
ngudi dung. Tin nhan do6 sé cung cdp s8 mat ma t& phia
Google dé nhap vao réi méidivao dugchdp thu.
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Canthénvditinh ndng ty déng két n6imang khéng déy.

Mét trong nhirng mat tét va cing la nguy co tiém an
bién nguoi s dung trd thanh miéng méi ngon cho ké xau
chinh la co ché ghi nh& két ndi mang khong day cla dién
thoai, may tinh. Mac dinh, khi dUng thiét bi két n6i vao mét
mang khong day nao trudec do, thi dién thoai hay laptop sé
ty dong két ndi cho nhirng Ian sau. That vy, sau nay, moi
khi thiét bi do & trong pham vi cia mang khéng day dé thi
nd sé do va két ndi vao mot cach ty dong. Lgi dung co ché
nay, ké xau cé thé doan biét thoi quen nay cla ngudi dung
déldy cap drliéu mangudiding khéngngd dén.

Open System Authentication

Access Point

| ClimnkSitation 8:38:61:99:1a:af |

ibe:f5:ac:fezeb:lc Authentication Request

x
e Authentication Response
Association Request
q >

Association Response

Bén canh dg, cing c6 nhirng mang khong day khong dat
mat khau truy cdp, chi can chon mang khéng day la két néi
vao. Khi dd, viéc tdn cdng sé tré nén don gian va dé dang
honratnhiéu.

Xacminhmang khéng day

Hay ludn 1a ngudi dung théng minh bang cach kiém
ch&ng tén két ndi trudec khi truy cdp. Ké xau cé thé dat tén
cho mang khéng day giad cba ho gan giéng, hay giéng hoan
toan nhu tén mang ma ban thuong s& dung. Néu khéng
canthan, ngudidung sé hvéngluéngtruy cap cia minhtdi
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nham hudng; khi do, nhirng gi ngudi dung gii di cing nhu
nhanlaisé bighinhanlai.

Cach tét nhat la hay ludn kich hoat mang riéng o trong
moi tinh hudng va tinh tao hon néu nhan thay co dau hiéu
bat thvong tlr khau két néi. Nén lién lac v&i quan tri cla
mang khéng day dé dé xacthyc cho chac chanhonniva.

Han chéviéc ddng nhdp

Day cd |é la yéu cau kho thyc hién nhat, khi ma thoi dai
bung nd théng tin. D& an toan, hay tap thoi quen han ché
truy cap vao cac tai khoan ca nhan khi dang ding mang
khong day. T 13, chislr dung mang khdng day dé doc bao,
lvdtweb.

Né&u bat budc phai truy cap vao mail hay tai khoan mang
xa hoi, hoac giao dich mua ban bat ky, hay kich hoat mang
VPN lén trudc, ddng thoi chisi? dung cac dich vy hd tro giao
th’c HTTPS mathéi. V@i giao th&c nay, moithong tin cha sé
dvocantoanhonnhdcochémahdamaHTTPS hotro.

CAM NANG ANTOAN THONG TIN CHO CAN B, CONG CHUYC, VIEN CHU'C




BOTHONG TINVATRUYEN THONG CUCANTOANTHONGTIN

M3a déc la cac phan mém duvoc
thiét k€ nham thyc hién cac hoat
dong gay hai cho nguoi s dung
cdng nghé thong tin. M doc co thé
ton tai trén may tinh, dién thoai
thong minh hay cac thiét bi cong
nghéthdngtinkhac.

Malware

Ma ddc khi lay lan vao may tinh c6 thé thyc hién cac hanh vi nhy:

Cac d liéu quan trong cla nguoi
st dyung nhu tép tin van ban mat, tép
tin nhat ky, hinh anh riéng tuv,... c6
thé bi ma doc ay di va bi mat gli ra
ngoai may tinh. Diéu nay ddc biét
quan trong doi vdi cac t6 chic, co
quan nha nudc khi cac tai liéu duogc
x@ ly bang may tinh thvéng chiva d
liéunhay cam.

Sau khi lay nhiém vao may tinh,
ma doc sé theo doi hoat dong cua
ngudi st dung trén may tinh nay. Cac
hoat dong cva nguoi s dung nhv
soan van ban, soan thu dién to, s
dung mang xa hoi déu cé thé bi theo
dodi béi ma déc. Mot s6 ma doc con cod
thé nghe lén am thanh xung quanh
thié€t bj da bilay nhiém.
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Sau khi da 1ay nhiém va
chiém quyén diéu khiénthiétbj,
ma ddc c6 thé lgi dyng thiét bj
nay dé tan cng vao déi tuvong
thy 3. Viéc nay giup ma doc che
dau ngudn goc théng tin cing
nhu gay kho khan cho qua trinh
diéu tra. M6t s6 cubc tan coéng
lién quoc gia gay ra bdi ma doc
c6 thé lam anh hudng dén
quan hé ngoai giao cing nhv
uy tin cUa cacqudcgia.

Cacloai ma doc nhu ma doc
téng tién(ransomware) thvong
thye hién ma hod tat ca di liéu
cUa ngudi st dyng va doi hoi
phai chi trd chi phi dé 13y lai
d@ liéu. Trén thé gidi va tai
Viét Nam da ghi nhan nhiéu
treong hop phai chi trd sé chi
phi Ion dé lay lai cac d@ liéu

quan trong phyc vy céng viéc
va doisong hangngay.

(Vi du vé& man hinh ctia may tinh d bi nhiém ma dgc téng tién)
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3 http:/lads! .revenue.net - ExclusiveRewards - Microsoft Internet Explorer

“GONGRATULATIONS!

You've been chosen to receive a
FREE Gateway Desktop Computer!
Intel Pentium 4 Processor 2 66 GHz
256MB DDR-SDRAM, B0GE HD, 48x CO-RW
18-inch Calor CRT Manttor (18-Inch viewable)
Click Here to Claim Your FREE’ Desktop Computer!

3 WELCOME TO CASINO DEL RIO - Micy

ENEXAW

' -4

55 | ] http: v casinodelrio.comf
.0. J_

Sidefind

sideFind paveered by IST
L Tt
< (Fnd]

B

ee 00000

 Blackjack
Il © Rouletts
[ Slot Machine

(Vi du v€ man hinh ctua mdy tinh xuat hién nhi€u ctra s6 vi nhiém ma doc)

(May tinh nhiém ma doc thuong hay bi treo va 15i)
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>

| Musique-01
Phato-01
ﬁl s

\ Adresse [ €|

\2&)

"J Afficher un diaporama

) Commander des photos via » | Musique-01.mp3
Internet K. 4

-li_‘] Imprimer les images

) Copier tous les léments vers Photo- 01.pg Photo-02
le CD ) 600 Raccoure
Image JPE 1Ko
Gestion des fichiers 2 X Photo-02.jpg
¢ 800 x 600
d Image JPEG 3

29 Créer un nouveau dossier
D Publer ce dossier sur le web
b Partager ce dossier

Autres emplacements £
i Poste de travail

-nﬂ Mes images
& Favoris réseau

Détails. ¥

(M3 doc thudng tao ra cac tép tin la bat thudng trén méy tinh)
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Ching ta c6 thé phong chdng ma déc bang mét sé bién
phapdongiannhu:

S dung thv dién t& than trong

M3& ddc c6 thé 1dy nhiém vao may tinh nguoi si dung
thong qua cac tép tin dinh kem thu dién t&. Cac tép tin
nay thvong duoc dinh kém cac thu dién t& cba nguoila
gti dén nan nhan hodc thu dién t& gia mao mot co quan
t6 chire.

E ] @ Sdamchi | Flen | MTicw | Ecéptaiiu | G Tiychon | B Socal

| in:inbox Bl K]
&, Thw dén (2) L3
i I bl o e AW M i e
B T Of P #] 2y o 2| chaad
_E ::: :::p ] J Duwong Nong Tué Fwd: cénh bao cudi ciing \ T ; t
1 mingric B edavintuien docubloing 111
Thur quan trong - ]_quan tri hé the/ canh bao cudi ciing - Hip thy cia ban 93 vuot qua
] Thu tiv CBITC O R L . umned to Sender
B3 etvueno huyén | | 2 :-I":" tri :E thong : NCSIRT DRILL 2013 - Kin o
30 The tir Xa O & bibadadadninfiod.acb 2 NCSIRT DRILL 2013 - Kinh gu+7i cic
() Thi thut méy tinh O Right click for more options L vion

Find Shares.. O
£33 lanth :
_2J ninhvn 2 E
L

(Vi du mot thu dién tir gid mao dinh kém ma ddc)
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Do d9, nguoi si dyung khong nén mé cac tép tin dinh
kém thu dién t& nhan dvoc tr mot ngudi la hodc mot
nguoi ¢ dia chi thy dién t& gidng v&i nhirng nguei ma
minh quen biét.

Ngoai ra, ching ta c6 thé s dung chvong trinh diét
virus d€ do quét tép tin dinh kém trvdc khi doc ndi dung.

Waring _______2
P 4

A

o
3& Virus alert! L; -

Can than khi truy cap cac trang web trén mang Internet

\

Chi can truy cap vao mét trang web doc hai la nquoi
dung da c6 thé bjlay nhiém ma ddc vao may tinh cha minh.
Cac trang web ndy thudng du dé ngudi si dung truy cép
thong qua caclién két g&ri qua mang xa hoi, thv dién t&r hay
tin nhan. Vi vy, nguoi s& dung can that can trong khi truy
cap vao cactrang web la dugc gl dén ti ngudi khac trong
quatrinh s dung cacdichvytrén mangInternet.
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u Bann Fno mal

Linh Hip

. http:/fwww.melma.se/3ouql gA.pg

"% hahGhah
] ‘ http: [fwww.melma.se/NdhreBp. ipg

e m N&m Ju Ju N
n Redhot Lam
Sayz Thai
ﬁ Sur T Nhi
& Pal Gid

cho moi ngudi, a

> hahHhah
A http://www.melma.se/K90DII7. ipg

P virus, don't touch
J hahyhah

http:ffwww . melma.se/MTESjvr.jpg

% hahghah
A http: [fwww.melma. sefREOrWuy.ipg
Q Tim kiér

b

(Vi du vé cac lién két doc hai giri qua Facebook)

v

° Théng Bao Su Kién
***HE THONG FACEBOOK MESSENGER Théng Béo:
Xin Chic Mirng Tai Khoan Messenger Cua Ban Ba May

Man

Trang Dugc Giai Nhét Tu Trinh Tri An Khach
Hang Thang 3

Quy | Nam 2015. Tri An Khach Hang Str Dung Mang Xa Hoi
FaceBook.

Giai Thuégng Ma Ban Nhan Bugc Trong Lurgt Quay S6
Ngéu Nhién Tir Hé Thdng La:

1 Chiéc Xe May SH 125i & Phiéu Qua Tang Trj Gia
100.000.000 VND Tién Mat.

Quy Khach Vui Long Truy Cap Ngay Website: >>>>

(Vi du vé tin nhan ltra ddo gia mao nham Itra

nguoi st dung truy cap vao trang web ddc hai)
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

Hau hét cac trinh duyét Internet sé canh bao cac trang
web doc hai. Tuy nhién, ngudi s& dung van phai canh giac
chodutrinh duyétinternetkhéngcanh bdo.

202
€«2CH o m A

Madnare Deteted! Y

Warning: Visiting this site may harm
your computer!

The webste al malware lesting.google.fest appears 1o host malware
SOftware that Can hurt your COmputer Of Cthermise cperate without your

corsert Just viaing a site that hosts malware Can infect your
computer

For dotaled information about the problems with thes sde. visil the
Coogle Sae Browiing BAGNCILIE QR 1o malwir 19itng googe 1es!
Leam more about Pow 10 grotec] yoursHll from haenid softwire onles,

1 urderytand that visting they sie may ham my computer

{Back 10 satery )

(Vi du vé trinh duyét Internet canh bao khi truy cap trang web doc hai)
Khéng s& dung phan mém bé khoa, khéng ban quyén
Cac phan mém déc hai co
thé& tén taitrong cac phan mém
bé khoa, phan mém mién phi
hay c6 trd phi nhung khéng
duvoc tai tir chinh trang web
cba nha phat trién. Cac phan
mém nay thvong dvoc dinh
kém virus, ma doc va sé duvoc
kichhoatkhingudidungchay cac
phan mém nay. Vi vay, khong nén tai, s dung hay cai dat
cac phan mém bé khoa hodc cac phan mém duoc chia sé
trén cac dién dan, mang xa hoi ma nguoi dung khong ro
ngudn goc.
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONGTIN

Cach t6t nhat dé phong chéng ma ddc la tai phan mém
tai ngay chinh trang web c0a nha san xuat dé tranh tredng
hop tai phai phién ban “gid mao” kém san ma déc.

& Windows Loader v2.18 - By Daz

(nstallation | Profile | OEM | Advanced options| @

OS information
Version: Windows 7 Ultimate (x86)
Build: 7600.win7_gdr_staging.090720-1852
Board: VirtualBox
Details: HPQOEM - (06/23/99 - v2.1)
Serial: 22TKD-F8XX6-YG6IF-9MB6D-PMIEM
Status: Licensed

(Vi du vé phan mém bé khoa Windows c6 thé chira ma doc)

Kaspersky Anti-Virus 2010 - Keygen _rgl

KAJPIR{KKY 2

[ Select Product ]

BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

S dyng phan mém diét virus

Mé&i may tinh hay dién thoai can dvoc cai dat cac
churongtrinh diét ma doc. Cac chuong trinh nay sé ty dong
do quét cac tép tin hay thu dién t& va canh bao ngudi st
dungkhiphathiénmadoc.

Microsofts o wwreviit

;;n:vov s Security Essentials F-SECI.I l'e
avast!
’q be free ® Nanou\l?lru352 ;

Trén thi trvong hién nay, cé nhiéu chuong trinh diét
virus mién phiva cé tra phi. Cac chuong trinh mién phicé it
ch&c ndng hon nhung ciing cé thé gitp ngudi dung co ban
chénglaicdcma ddcthongdung.

I Bkav' ==..

3 Professional
.\_:’
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONGTIN

Mét s6 chuong trinh diét virus do Viét Nam san xuat co
khandangbao vé tot déivaingudi st dungViét Nam.

>
> /
(Cén can trong véi viée st dung USB dé sao luu dit lidu gilra cac may tinh)

Personal Antivirus

-~

‘f Personal Antivirus *TT- L

Security is at risk! Protection disabled

& cleanup mputer automatic protecton aganst vruses and other security threats not found
alal Security
@ Protection: Low

@ Virus protection Not Found

dj @ spyware protection Not Found
Seftings

¥ Windows Protection Mot Found

@ sutomatic update Not Found

Recommended: Cick “Protect PC” to

ellainpilon ) ProtectPC Now

| Application status: Trial
@ Your security
status: At Risk

Enter activation key

Appication version 2001
Database version 2425

License expiry date: Get icense ke

‘ Database: 2.4.2.512/24/2008 LUpdate O5: Windows XP  RAM: 1323 MBytes

(Mot s6 ma doc gid mao chinh phﬁn mém diét virus. Do do, nguoi dung can tai

cac chuong trinh diét virus tai chinh trang web ciia nha san xut)

(Céc phan mém keygen thuong dugc dinh kém ma doc)
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Ghinhé thi 1:
"Khéng nén tin tvdng tén hién thi trong mail”

MGt chién thuat lira dao yéu thich cba cactintaclagid mao
tén hiénthjcia métemail d€ danh Ilra ngudinhan duoc.

FAKE MESSAGE

oend Email

From Any 1D

Cactén hién thi hay dvoc gid mao nhuw tén cda cac Cong
ty, t6 chlre, hang l&n; Nguoi quen cla ban; Ngudi nditiéng

Mark Zuckerberg mark@faceboook

Hello

This is
Mark Zuckerberg mark

mark@faceboook com

' deepanker7T0@gmail com
Mon. Nov 5. 2012 at 10 44 AM
Hello

Important mainly because of the people in the conversation
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONGTIN

Ghi nhd the 2:
“Can nhac ky luvdng khi bdm vao lién két (link) trong email”

Can trong khi bdm vao bat c¥ lién két (link) dugc gui
trong ndi dung email. Lién két (link) d6 c6 thé dan ban tdi
mot website [ra ddo gia mao, quang cdo hay mét website
dochaimatintdcdyngléndétdncong.

Jerry .===m Shared a file with you

L [ 1116 AM (& minutes 8g0) e
) TG

LN ]

Jerry | s has shared the following PDF: o

B Ve
Do NOT
Click!!!!

gl D D T A o Ay C,()()SI(_'

Kinh gii Quy khach hang,
Vietcombank xin trn trong giri 161 Quy khach hang chuong trinh uu dai 6 ndi dung nhu sau
Uu dai i Diamond Bay Reson & Spa
Tén chwong trinh. Churong trinh khuydn mii maa 18 héi gidng sinh tai Diamond Bay Resort & Spa
DI twgmg wu dai: Tht ch khich hang thanh toan biing thé Vietcombank
NI dung wu dai: Click vao diy,dé nhgn uu dai 100% mién phi
Diéu kién, diéu khoan @i dai
= Khich hang thanh te bing thé do VCB phit hanh
= Khing ap dung ddmny i cac chuong trinh khuyén mai khac tai khach san
= Théng tin chi tiét i hé = Ms Vy (0947 B48 566) / Ms. Uyen (0905 025 006) hodc email reservations@dian
uyen banquet{@digifondbayresort v
MCP Ngogi Thuong Viét Nam.

Trung tim thé Ngan han,
Tran trong

Ngdn hang TMCP Ngoai Thuong Viét Nam
Tru s& 198 Trdn Quana gdn Kidm, Ha N&i, Vidt Nam | Tel (84) 04 39343137 | Fax (84) 04 38260067| Website yy vielc
© Ba 2 buong Vidt Nam. Tit ca cac quyén duoc bao hd

Link tro t&i website
cua tin tac yan hing dién & | Dich vu thé | Gin Bt kim

Cho vay ci nhin

wwew. etcombank webhacker <o m
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Ghi nh¢ thu 3:

“Bb qua cac email yéu cau cung cap théng tin ¢d nhan cda ban”
Mét t6 chire, cdngty, ngan hang,...sé khong bao gioyéu

cau ngudi st dung cung cap thong tin ca nhan. Do vay ban

hoan toan c6thé bé qua ching khinhdn dvoc cac email vai

ndidung do.

Va thdm chi han ché t&i da, can nhac can than khi cung cap
thong tin ca nhan cho bat ky té chic nao.
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BOTHONG TINVATRUYEN THONG

Ghi nhd thi 4:
“Can trong v&i cac email ¢ tiéu dé Hap dan - Nhay cam - Khan cap”

CUCANTOANTHONGTIN

banh vao tam ly cba ngudi dung, cac tin tdc thudng
xuyén s dung cac tiéu dé co tinh Hap dan — Nhay cam -
Kh&n cdp trong email d€ lra ngudi ding. Chung ta bi tiéu
dé do lam chu quan, méat canh giac, hay tham chila hoang
hot va cdm thdy can phai x& ly gap. Vi du nhu: “Cap nhat
bang lvong congty Quy 2/2016” ; “Canh bao: Tai khoan cla
banbidinhchi”...

Vigiy Thas &, 2507712, NgueyenThi L sathuong <o 00"

> &) wie

Targeted Attack in Vietnam

o ’@ Chd b Dank sach tang kuong C.

[ v Bt Ko
o Nghy. Thi Twr. 25 thing 7, 2012 11.09

1 Cuong Ot <GuSEORTS T R S ———— [ TP
) b 9 - D 301334 O L o

- B2 82 St Cimg i gt . co g HOM

obe e T 1 - Emmmre

Nasy T

o -.“"r'.

WA o y cogeng ey & ' i i i g g i s 9 56 g T e T T N w6 46 o 65 e
e et e o s g s g o ke e g ey A g o g 23

s Com on o )

[ prepeanpe
loed S WD
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Ghinh¢ thir 5:
“C&n than, can nhac khi tai vé céc File dinh kém trong email

Tan cong bang viéc s& dung cai ma ddc, virus trong cac file
dinh kém trong email la phuong thic tdn cdng phé bién va
nguy hiémnhat hién nay.

Khong nén tai va m& chay file ngay khi nhan dugc cac
email co filedinh kem.

Chu y tgi dinh dang file va tao thoi quen quét virus voi
cacfiledinh kem tredc khimé ching.

FromDz=
Subject: Bado cio ABC .

Tréng
nhu mot
file binh

Gin anh béo cho ABC 8¢
a0 tham khio thim. Gt email
Thanks, ("Tir:" mét ngudi quen )

s ‘
Dong thai khi file exel
md ra thi ma déc ciing

dudc kich hoat va lay
nhi€m vao may tinh

Hién thi mot file
exel co6 ndi
dung cuy thé

Keystroke
logging

Ma hoa cac théng
tin trao déi

Administrator
User password

Ghi nh& thi 6:
“Nhan dién cac email spam — email quang cao”
Ban can canh giac khi nhan cac
email spam, email quang cdo tv
Internet. Trong cac email nay
thudng di kém véinhiéu rbi ro mat
an toan thong tin ma chung ta
khéng mong mudn nhu: [ra dao,
ma doc, gdy anh hudng tdi cong
viéckhinhanquanhiéu...
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Ghinhé thi 7:
“C&n trong véi cac tin nhan rac”

CUCANTOANTHONGTIN

Cingtrongty nhu email spam thi cac tin nhan rac (sms
spam) cOng gay cho ngudi dung rat nhiéu phién toai. Bén
canh d6 ngay nay cac tin nhan rac thudng xuyén duoc si
dyng nhumét phuong thve dé llva dao nguoidung nhu:

BantrungthudngmotxeSH....

Nhan tin, goi t&i 1800 XXXX, 1900XXXX, 1900XXXXXX,
BXXX, 7XXX, 8XXX, XXX, ..

Truy cap vaoduonglink, trang web
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BOTHONG TINVATRUYEN THONG

Ghi nhé th 8:
“Can lam gi khi thwdng xuyén bj tin nhan rac?”

CUCANTOANTHONG TIN

Khi nhan dvoc tin nhan rac. Vui long gi lai ching téi
dau s6 mién phi 456 cba B6 Thong tin va Truyén théng dé
dugcxtrly.

| Tin nhan

. r4c,
tin nhdn
ltta dao

Chuyén tiép

Cam on ban di givi théng bao tin nhin rac

S&rdungcacngduyngchuyén chan cactinnhdnractrén
thiétbididong.

SMS spam blocker
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f |w]P]8]4]in|G

Mang xa hoi la mot dang xa héi do, muc dich két noi cac
thanh vién cing moi trudng, cong viéc, sé thich trén mang
v@i nhau. Cho phép ngudi dung chia sé va giao lvu thong
tinmot cach hiéu qua.

Mang xa héi c6 nhirng tinh nang
nhv chat, e-mail, phim anh, chia ‘alom\
sé file, blog va xa luan. Nhirng
dich vy nay c6 nhiéu phurong cach
décacthanhviéntimki€émbanbg,
déitac: dyatheonhoém (vidynhv
téntreonghodcténthanh pho), dyatrénthongtincadnhan
(nhv dia chi e-mail hoac tén tai khoan), hodc dya trén s&

thich ca nhan (nhv thé thao, phim anh, sach bao, hoac ca

nhac), [inh vyc quan tam: kinhdoanh, muaban...
Hién nay thé gidi c6 hang tram »
mang xa hoi khac nhau, nhv 2 | n g
MySpace va Facebook néi tiéng
nhat trong thi trudng Bac My va
Tay Au; Orkut va Hig tai Nam My;
Friendster tai Chau A va cac déo:E: Tamltay

quocThaiBinh Dvong.

Tai Viét Nam xuat hién rat nhiéu cac mang xa héi nhu:
Zing Me,YuMe, Tamtay...
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Mang xa hoi c6 an toan khong?

Nhv xa hoi thyc té€, khong mét mang xd hoi trén
Internet, thé gidi ao hay tro choi tryc tuyén nao dam bao
duvoc100%antoan chongudistdung.

Trong khi mang xa hoi dvgc xem la phvong tién giao
ti€p tét vdi moingudithind cing trd thanh muycdich cho
t6i pham mang. Cac hdng bao
mat l&én da quan sat dvoc lan
song de doa tryc tuyén ngay
cang tang loi dung mang xa hoi
d€ danh cap théng tin s& dyung
cho myc dich kiém tién. Nhirng
de doa nay ngay cang phtrc tap
hon, khé phat hién hon va
thudng nham vao 16i s6ng “két
bantryctuyén” cbamoinguoi.

Cac rui ro khi st dung mang xa hoi

Mang xa héi hoat dong trén
nguyén tac két ndi va chia sé
thong tin. Do dd, cac mang xa
héi sé bat budc ngudi st dung
phai cung cdp moét s6 nhat dinh
cac théng tin ca nhan. Cang
nhiéu théng tin ma ngudi s
dung cung cap |én mang xa hoi,
cang lam tang nguy co bi ké x3u
lgidung:
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-Lamanh hvdngtdihinh anh, uy tin cdabanthan.
-Srdungcacthongtindualén mangxahoinhu: vitridialy,
s&thich ca nhan, danh sach ban bé, ké x3u c6 thé khai thac
thém cacthongtin cd nhan khac hodc cac dir liéu tai chinh,
nganhang ctangudidung.

- Luén ludn phai déi mat vdi nguy co bi tan cong, bi cai
phan mém gian diép lam 16 cac théng tin mat cla ca nhan
hodccoquan, té chie.

- Mang xa héi c6 thé gay nghién va cé nguy co gianh qua
nhiéu thoi gian vao mang xa héi, lam anh huvéng dén cong
viécvagiadinh.

Lam sao dé bao vé ban than trén mang xa hdi?

- Luon ghi nhg, Internet la mét mang céng cong. Chi dua
nhi*rng thdng tin 1én mang khi minh thay thodi mai cho moi
ngudi cd thé doc, xem dvgc nhirng thong tin nay. Khi céng
khai thong tin ca nhan cda minh trén mang xa hoi, nguoi st
dyng can xac dinh nhng thanh vién khac trén mang xa hoi
va Internet déu c6 thé 18y dvoc nhirng thong tin nay, ké ca
treong hop nhirng thong tin nay da duwoc xog, chinh sra thi
cacbanluu cothé téntai @ maytinh changudi s dung khac.
Do vay, nguoi s& dung can gid¢i han lvgng théng tin ca
nhan ma minh cung cap Ién mang xa hdi, c6 gang han ché
codngkhaicacthongtin cotinhlién két, xdu chubivéinhau.

- Bao mat théng tin ca nhan trén
mang: khong tiét 16 s dién thoai,
diachithycté, lichcongtac, thong
tin lién quan tdi cdng viéc cua
minh tai co quan... D3t ché dé ca
nhan hodc chi ban bé than thiét va
tin cdy mdi cé thé xem dé tranh
trueong hop ké xau co thé loi dung.
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nhirngthdngtin do uy hiép, de doa. S& dung mat khau khd do
tim, kho doan va luon git? bi mat mat khau, tuyét déi khéng
chiasé choaikhac.

-Xin phép ban bé minh trrdc khidang tainhirngbcanhva
cac cau chuyén cta ho. Ton trong ngudi khac trong cong
déngmang.

-Suy nghikivé nhirng gindiva dang trén mang

-Thé hién sy tén trong ngudi khac trong giao tié€p, ng x&
trén mang. Tuyét d6i khéng ndi xau, béi nho, kéo be canh
nham ha thap danh dy cba ngudi khac, d& phong nhivng
treong hoptrathu rangoai cudc séng that.

- Bura anh phu hgp 1én mang. Khong dva nhirng hinh anh
h&hang, mangtinh khiéu dam hodcmangtinh chatbao lyc
lén mang. K& xau c6 thé si dyng nhirng bic hinh dé cho
nhrng mycdich khéngtot dep

- S&rdyng cactrinh duyét web phé bién va da dugc cap nhat
détruy cdp mang xa héiva Internet, thvéng xuyén theo doi
lich srtruy cap dé phat hién cactruy cdp batthuvong.

- Chi két ban v&inhrng nguoi than, quen biét & ngoai doi.
Xac minh v&i ban be, ngudi than qua dién thoai hoac gap
mattrudckhikétbantrén mangxa hoi.

- Thudng xuyén kiém tra co ché bao vé thong tin ca nhan
c0a mang xa héi déi véi tai khoan cia minh. Ki€m tra cac
thong tin cla tai khoan ma ban bé, ngudi la c6 thé thay khi
truy cap vao taikhoan cba minh.

-Khongnén dangtaihoactaganh ca nhan hodcngudithan
tronggiadinh &gocgan, chinh dién.

- Khéngnénsirdung co ché ty dong dangtaianh trén may dién
thoaididdng, chophépganvitridialyvaocacanhdachyp.
-Khéng nén s&r dung anh chan dung, anh cd nhan lam hinh
dai dién trén mang xa hoi, thay vao do, nén s& dung anh
hoat hinh hodc cac bi€éu tvong, anh minh hoa khac.
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Hwéng dan thiét 1ap ché do an toan cho tai khoan Facebook

&% Chung

Cac muc (1) Quyén riéng tv, o e

(2) Dong thoi gian va gan thé, (3)
Bao mat, (4) Quang cao déu
chra cac tuy chinh lién quan toi
thong tin ca nhan. S dyng cac
tuy chinh nay dé tang cudng an
toan chotaikhoan Facebook.

[ Quyén riéng tw

/=] Dong thoi gian va gan t...
@ Chan

@) MNogén ngl

@ Thdng béo

Di déng

Mguiri theo dai

@ Trong phan Quyén riéng tv, gidi han ngudixem cho cac
bai viét trong twong lai tai phan “Ai c6 thé thay cac bai dang
sau nay cUa ban?”. Kiém tra cac hoat déng cUa tai khoan
Facebook tai myc “S& dyng nhat ky hoat dong”. An cac bai
viét ca nhan tai dong thoi gian hodc thiét 1ap ché dé chicho
phépBanbedoc.

Cai dat quyén riéng tw va cong cu

Ai 6 thé xem néi dung cua
6i?

Chinh sira

Sir dung nhat ky hoat déng

iGi han nguoi xem cho cac bai dang ban da chia
sé v ban ciia ban bé hay cong khai?

Gigi han bai dang treoc day

Al co thé lién hé v toi7 Chinh sira

Ai o thé fim kiém 18i7 Chinh sira
Chinh sira
Chinh sira
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O Clickvao Dong thdigian va ganthé > “Xem vaitw cach 13”
déthdy dvgcnhirng thongtin ca nhan cda minh hién thjvoi
Banbe, ngudilatrén Facebook nhuthé nao.

Cai dat Dang thi gian va gan the

Ai ¢6 thé thém néi dung véo Ba Chinh sira

déng thév gian cua t8i?

Chinh sira

Al c6 thé xem néi dung trén
ddng thén gian cua ti7

Xem voitrcach la
Ban cia ban b Chinh sira

Chinh sira

© Truy cap Baomat>"Diadiémban da dangnhap” déxem
xét cac truy cap dadi vdi tai khoan Facebook cla minh. Khi
xuat hién cac truy cap bat thvong, click vao “két thuc hoat
ddng” déngan chan.

B e Phién hiéntal  Kétthic toan bd hoat ddng

Vitri Hanoi, , Vietnam (Xap x})
Loai thiét bi Chrome trén Windows 10

May tinh (14)

Truy cap lan cudi 25 Thing 12 2015 lic 9:10
Két thac hoat dong

Vitri Hanol, , Vietnam (Xap xT)
Loaithiétbi Chrome trén Windows 7

O Thiét Iap “Quang cdo v&i hoat déng xa hdi cla toi” tai
muc“Quang cao” vé ché dj “chibanbé t6i”.

Quang cao trén Facebook

Quang céo dua trén viéc sir Chinh sira
dung trang web va g dung |/
cuatdi

o
Quang céo véi hanh ddng xi # Chinh sira
hoi cua téi
Quing cio dua trén s& thich Chinh sira

cua toi

CAM NANG ANTOAN THONG TIN CHO CAN B, CONG CHUYC, VIEN CHU'C




BOTHONG TINVATRUYEN THONG CUCANTOANTHONGTIN

THONG TIN LIEN HE
CO' QUAN QUAN LY NHA NUG'C VE AN TOAN THONG TIN

TT Ho tén Chikc vu Thong tin lién hé

1 | Lanh dao Cuc An toan thong tin

043.94369 99
thanhhai@mic.gov.vn

043.9431555
nhdung@mic.gov.vn

043.9433779

1 | Nguyén Thanh Hai Cuc trudng

2 | Nguyén Huy Diing Pho Cuc trudng

3 | Bui Hoang Phuong Pho Cuc trudng

bhphuong@mic.gov.vn Chiu trach nhiém néi dung

II | T4 dam bio an toan théng tin, Cuc An toan thong tin CUCANTOANTHONGTIN

Ph6 Gidm déc BOTHONGTINVATRUYEN THONG
1 Tran Manh Thén Trung tim Tu van 0963791366

’ £ |vaHb trg nghi¢p tmthang@mic.gov.vn
vu ATTT
Pho Truér}g ~> < A
T phong Thim dinh | 0914488849 CAM NANG AN TOAN THONG TIN

2 Lé Ba Quoc Thinh NN oa 1o s . .

va Quan ly giam Ibgthinh@mic.gov.vn , A a , n ,

sat CHO CAN BOQ, CONG CHUC, VIEN CHUC

] . (Luu hanh ndi bo)
‘ Phy trich phong |~ 0904804803
3 Tran Bang Khoa Ké hoach - Tai

chinh tdkhoa@mic.gov.vn

098212378 9

Lé Van Chuon Chuyén vién
4 g ey chuonglv@mic.gov.vn

In 500 cudn, khd 13x19cm tai Cong ty ¢ phan HD Hoang Duong.
S6 PKKHXB: 64B/GP-CXBIPH.
Cép ngay 11-12-2015. In xong ndp luu chiéu quy IV 2015.
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